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President Barack Obama

The White House

1600 Pennsylvania Ave., NW
Washington, DC 20502

Dear Mr, President:

It is my understanding that your Administration is preparing to issue an executive order
addressing cybersecurity. I share your disappointment that the Senate failed in August to pass
cybersecurity legislation and, like you, I remain concerned that our cyber defenses are vulnerable to
an attack. However, I strongly believe that only through legislation passed by Congress can we
effectively address the complex legal challenges surrounding this important issue. Therefore, I ask
that you respect the legislative process and work with Congress to address cybersecurity matters.

Only Congress, not the executive branch, possesses the authority to create meaningful liability
protections or incentives, which are necessary for the private sector to participate in an effective
information sharing system. Both liability protections and incentives are a crucial part of any
information sharing partnership between the private sector and government. Without those
provisions, a voluntary program intended to strengthen communication between the government and
the private sector will be ineffective and catry consequences for entities that choose to participate.
Further, it would take legislation to create a more robust cybersecurity workforce.

It is critical that industry be involved in crafting any meaningful cybersecurity framework.
Operators of critical infrastructure and vast networks of intellectual property are in the best position
to understand the threats they face on a daily basis and what solutions are most effective. Excluding
industry from this process will result in subjecting a large swath of America’s job creators to a
program or regulations that it had no voice in crafting. The government should form a partnership
with private sector stakeholders to better understand the challenges they face and how the
government can aid them in overcoming those challenges.

I respectfully request that your administration devote more resources to engage and negotiate
with members in anticipation of taking up the issue of cybersecurity in the 1 T Congress. Instead of
“going it alone” in the form of an executive order, I suggest that the administration reengage with
Congress to work towards a consensus on cybersecurity. This was a recommendation by the CSIS
Commission on Cybersecurity for the 44" Presidency, which I co-chaired. Bypassing the Congress
will only serve to muddle the legislative process and delay passage of legislation, which instead
should be among our top priorities when we reconvene.
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I would like to offer my help with facilitating a dialogue between Congress and your
administration. We can both agree it is imperative that we strengthen our cyber defense and protect

Americans from cyber threats. If you would like to discuss this issue further you can reach me at
202-225-2401.
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Michael T. McCaul
Member of Congress



